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JononHATENLHBIE TPEOOBaHS IO 00ecnedeHn0 NHGOPMATTHOHAOCH (Ge30MACHOCTH

1.1. Hopsamok co3janusa NoACHCTEMBI HH(GOPMAMOHHOH 0€30MacHOCTH, IMOCTPOSHHE ITAIOR paboT, a
TakKe pa3paboTka TexHHYeckoH H pabodell mokymeHTauww JOMKHEL cooTBeTcTBoBaTh 1'OCT P
51583-2014 «3ammta madopManmu. IlopsioKk CO3/I@HUS ABTOMATU3HPOBAHHBIX CHCTEM B
3AIAINEHHOM HCIHOIHSHNH. (O01He oa0XeHus .

1.2, OGecriewuTh co3TaHAe IOACHCTEMB] HHOOPMANHOHHOH O€30MacHOCTH, a TakXKe ODeCHeunTh

BEIIOJTHEHHUE:

- Tpeboanuii [Tpuxaza ®CTIK or 14 mapra 2014 r. Ne 31 - me Hmke 3 Kiaaccea 2aMUIMEEHOCTH
ABTOMATH3UPOBAHHON CHCTEMEI YIIPABJICHUS,

- Tpeboparuii P/l « ABTOMaTH3HPOBAHHEIE CHCTEMEL 3AIUTA OT HECAHKIIHOHAPOBAHHOTO JAOCTYIIA.
Knaccuukanud aBTOMAaTH3MPOBAHHBIX CHCTEM M TpeGOBaHHS 10 3ammre HHGOpMamuM» He
Huxe yporna 1 T

- Tpebosanmii Pacmopmxerus I[IAO «Poccetmy «O emuHoil TeXHHYECKOW IIOJIMTHKE B
ANEKTPOCETEBOM KOMILIIEKCE;

- CpeicTBa 3amMTHL HHOOPMALHH AOIDKHE COOTBETCTBOBATH TpeOOBAHHAM He HHXKE 6-r0 HIIH
Oonee BEICOKOro ypoBHst Jiosepusi («TpeGopanus mo ©GezomacHocTH — WHGMOPMAIHH,
YCTaHaBIWBAKOIIKHE YPOBHW JIOBEPUS K CpeJCTBAM TEXHWYCCKOH 3alUTh WH(OpMAruu
cpencTBaM  obecnedeHns OesomacHOCTH WHGOPMAIMOHHEIX TCXHONOTHIH», yTBEPXK/IEHHBIE
npuxazom OCTIK Poccunm ot 02.06.2020 Ne76);

1.3. IIpmmendeMoe obopynoBaHHe JOMKHO OBITH BKMOYeHO B Peectp MpOMBIINIEHHOM TPOAYKITHH,

NpoHu3BeIeHHOHN Ha TeppuTopuH Poccutickol ®enepanuun.

1.4. Tlpumeraemoe mporpaMMHoe obOecueueHHe JOBKHO ObITh BKMOYeHo B Enwneni peectp

POCCHICKHX IIPOTPaMM TS NEKTPOHHO-BBITHCIIMTENBHEBIX MAIMHH K 033 JaHHBIX.

1.5. Ilpwmendgemoe obopynoBaHHe H TporpaMMHoe obecmedenrne cpefctB HHGOPMAUEOHHON

OesonacnocTd, cetH nepefaun AanHeX, ACYTIIL, TM momxuo Ooite cepraduumposanasm OCTIK

Poccnr m/mmu jonymeHHEBIM K OpEMeHeHH:0 #Ha oOBekrax [IAQ "PocceTH", B COOTBETCTBHH C

tpebopanusmu [Ipukasa ITAO «Poccetu» ot 26.07.2023 Ne 305 «O0 yrBepkjeHHH IOKYMEHTOB B

obracTe NPOBEPKH KadecTBa (aTTECTAIl¥) ODOPYHOBAHMs, MATEPHAIOE M CHCTEM» H IPOLIEIIIAM

TUPOBEPKY B COOTBETCTBHH C TpeOopaHmamH mpakaza [TAO «Poccetw» ot 28.08.2020 Ne 391 «O6

YTBEp:KACHHM MeTonuku IpoBeIeHNs NIPOBEPKH 1IUGPOBOTO 00OPYIOBAHAS H CHCTEM HA COOTBETCTRHE

TpeboBaHAM 0€30IIaCHOCTH HH(POPMAIIHH, B TOM YHCIIe OPOBEACHHS NPOBEPKH KAYECTBA TEXHHUECKHX

CPEZICTB 3aIMUTHI HHPOPMALIHH B JIEKTPOCETEROM KOMILIEKCEY.

1.6. llpH mpoekTHPOBAHUH H BBIIONHEHHU paboT, YIECTh MEPOMPHSITHA, BHIIOJHAEMBIE B PAMKax

CMEIKHBIX ITPOSKTOB.

1.7.  IlpegycMoTpeTh HCIOONB30BAaHHE KpHNTOrpauueckod 3amuThl Jui  Tpaguka oOMeHa

undopmanueii mexry npuoopamu yuera / YCIIJT u IITK ACTY / UBK «Ilmpamupa-ceru» / 11O

«Ansta-TlenTp».

1.8. IIpenycMOTpeTh HCIONB30OBAHHE CPENICTB MEXKCCTEBOTO AKPAHHPOBAHWS IS  (HHIIBTPAIMK

Tpaduka B3aMMOJIGHCTBHA ¢ BHEIDHWMH ceTsMH M Tpaduka BHYTpH TyHHens (pacimm(ypoBaHHOTO

Tpaduka).

1.8.1. Hacrpoliku cpeAcTB MEKCETEBOTO DKPAHAPOBANMA CHCTEMEI TellEMeXaHuKn U yIeéTa D JOKHE

Hpe/lycMaTpHBaTh:

— samper ymoboro Tpaduka B3aMMOJEHCTBMH ¢ BHENIHHMH CeTIMH, KpoMe MHA(DPOBAHHOrO
Tparka B3aNMOIeHCTBHS ¢ KPUIITOLIO3aMH BEPXHETO YPOBHS;

— B uacTH (QrIbTpanuy TpaduKa BHYTPH TyHHENH (pacimubpoBaniuoro Tpaduxa), 1OKHE! ObITh
npomnucansl koaKperHbie [P-agpeca u TCP/UDP mopTsr B3anMozAeiicTEEA yeTpoiicTB BEpXHETO



ypoeus: IITK ACTY / UBK «Ilupamunma-cetu» / [10 «Anpba-Lientp», B3aumoneiicteue ¢
KOTOPBIMH 1IPEYCMATPHBACTCS IIPOSKTOM.

— oOMmeH TeneuHbOpMaIHK ¢ SHEProodBEKTOM MonkeH OBITh paspemed Tonsko ¢ ITTK ACTY
dmmana no mpotokomy MDOK-60870-104. O6men Tenemndopmaruedl ¢ MOOBIMH JApYTHMH
ycrpoticteamu, B ToM duciie cepepaMu ACKY D, momxen OBITE 3anpeieH.

— obMeH mHGbOpPMaNHEH ¢ SHEProoOBEKTOM 00 YUETE BIEKTPOIHEPIHHA JODKEH OBITh pa3pelIcH
toneko ¢ UBK «[lupammma-cetn» / I10 «Anbda-llentp» no nporokoay DLMS/COSEM
(mathopmarmonras mogens CIIOADC). Obdmer undopmanueii 06 ydeTe 3IEKTPOIHEPTHE C
mMoOBIMH ApYTHMHE YCTpoiictBaMu, B ToMm umicie cepBepamu IITK ACTY, momxer OBITH
3ANPELIEH.

1.9. TIpenycMoTrpeTh HCHONB30BaHWe OpaHOMay»pa YpOBHA DNPHIOKEHHH ¢  HacTpoiikamu
pazpelreHuii ceTeBhIX B3auMmoneiicTBuil (konkpetHbie IP-aapeca u TCP/UDP noprer) Ui KOHKPETHBIX
TIPOTPAMMHBIX KOMIIOHEHTOB, IPHCYTCTRYIOINHX B 6ETIOM CIIHCKE IIPOTPaMMHBIX KOMIIOHEHTOB.

1.10. IlpmmensseMble Ha SHEProoObEKTE YCTpOICTBA TeNeMEXaHUKH H yuéTa 33 HODKHEI HCKIIOYATH
BO3MOXKHOCTE B3aUMOJACHCTBHS IOACHCTEMEI YieTa DIICKTpOSHepruH ycTpoiicTea ¢ cermeHToM ACTY
pepxHero yposas (IITK ACTY) u nojacucrembr TeneMmexaHukd ycrpodcrBa ¢ cermeAToM ACKYD
BepxHero yposHs (MBK «Ilupamuja-cetu»), & TAKKE MCKIIOYATH BOIMOMKHOCTBL IEPCliavM 00010, B
TOM YHCJIE TPAaH3HTHOTO, Tpaduka Mexry cerMenTamMu ACTY u ACKY 3.

1.11. B3ammopeiicteme ycrpoiictB eepxuero yposma: IITK ACTY / UBK «lIupammpa-cetu» c
HMOJCHCTEMOH TeIeMEXaluKiA U MOICHCTEMOH ydeTa 3NICKTPOSHEprun JOJDKHO OBITH pasfieieHO TaKuM
00pa3oM, IpH KOTOPOM HCKIIOYaeTcs Bo3MOoxHOCTE Jocryna u3 UBK «IIupamuya-ceTi» k moacucreme
teneMexanuke ¥ w3 [ITK ACTY k nojicucreMe ydera aMeKTpO3HEPrUH.

1.12. Ilpumensemple ycrpolictRa TeleMexaHukdw ®  yua€ra 33, cojepixalHe cpeJcTBa
Kpuantorpaduueckoll 3alMTHl  JIOUDKHBL PAasMEINATBCS B 3allMPAEMBIX  METAJUIMYECKHX Imkadax,
HCKITIOYAOIIHX JOCTYI K CHCTEME TENEMEXaHHKHE B y4€Ta 30 0e3 OTKPHITHS METALIHYECKOro nKaga.
1.13. HWadopmarus o6 OTKPHITHE/BCKPHITHH ¥ 3aKPHITHH METAJUIHYECKOTO IMKadha ¢ pasMeleHHoH B
HEM CHCTEMOH TeJleMeXaHMKH H yu€ra 23, comepsamed cpefcTBa KpHITOrpadiuecKoH 3almuThl,
JIOJDKHA TIEPEIaBATECS B COCTABE MepeiaBacMoil TenenagopManii Ha JHCIIETUEPCKHH TYHKT.

1.14. B mpuMeHSCMEBIX YCTpOMCTBaX TeleMEXaHHMKH H yd€ra D0, B TOM UHCIE, JOIDKHBI ORITH
peanu3oBalbl clexyonme GyuKIul nEGopMaMoEnoi 6e30nacHoCcTy:

—  HWpenrandukanus u ayreaTrdukaius 1ojis308arelel pe KOHQUIypHpPOBAHUH YCTPOHCTE;

— VmpaBneHue JOCTYIIOM HOJNb30BATENEH;

— OrpanngcHue IIporpaMMHOH cpenbl (yCTaHOBKAZ M 3allyCK HPOTPaMMHBEIX KOMIIOHEHTOB
JIOJDKEH OCYIIECTBIATECA Ha OCHOBAHHH O€JIOro CIIUCKA);

—  Perucrpanus cobuitrit 6ezonacHocTH U nepegada ux B SIEM;

— KoHTponb 1IEIOCTHOCTH OPOrpaMMHOTO OOECHeYEHHA ¢ HCIONB30BAHMEM KPHMOTOCTORKHUX
ANTOPUTMOE XEITHPOBAHIS;

— PezeprHoe xonmpoBanue 00paza NporpaMMHOro o0ecneueHNs 1 KOH(PUIypallit;

— VopapneHHe oOHOBICHHAMHM IporpaMMHoro obecneucnnsg (momydenme oOHOBICHMI
IPOrPAMMHOr0 O0ECIIeYeHHs TOIBKO 0T JIOBEPEHHOI0 WCTOUHHKA, KOHTPONL IIENOCTHOCTH
0OHORNEeHMH NPOTPaMMHOTO OOECIIEUEHHS C HCIOJIB30BaHMEM KPHIOTOCTOMKHUX anropHTMOB
XEMIMPOBAHHUS ).,

1.15. Tlepen T1poBereHWEM TpeJBAPUTENbHBEIX WCHBITAHWI, BBOIONHUTE MOPOLUENYPY KOHTPOIA
3AMIMIIEHHOCTH YCTPOMCTRBA TeneMexauuky ¥ yadra 2D. Marepuansl ¢ pesyinsTaTaMyt KOHTPOIS
3AMIAIICHHOCTH, COBMECTHO ¢ TPOTOKOJIAMH W AKTAMH IPEBAPHTENBHBIX/IPHEMOYHBIX HCIBITAHNH,
BKIFOUHMTEH B KOMILJIEKT HCIIONHUTENRHON JOKYMEHTALKH.

1.16. B cMere 3arpaT ydYecTb MCEPONPHUATHA MO HACTPOMKE UCHTPAIW30BAHHBIX MHOJACHCTEM
obecnieuenns HHGOPMAIMOHHOH 6e30aCHOCTH.



1.17. B cnydae HCHONB20BaHUS IS Tepeladd HHGOPMALMA OHEPaTHBHO-TEXHOJIOTHUCCKOTO
VIpaBiIcHHS H HHGOOPMALIMM y4YeTa 3JIeKTPOSHEPrHH, KaHAIOB OIepaTopoB MOOWILHON CB3H (C
HCIIONB30BAHHEM CHM-KAapT), K YCIyraM, CepBHCAM M HACTPOHKaM, TIPCHBABIAIOTCS CIIE/YIOUTHE
TpeboBanus:

— Jim1 mepenauu JaHHBIX JIOJDKHE] HCIOAB30BATHCH CHM-KAPTHI ¢ YCIIYIo# BeioeneHHo APN
(6e3 noctyna k cetn MHTepHET H MOOBIM JIPYIHM BHEITHAM CETIM);

— YcIyre v CepBHCHE, He IpeqHa3HaueHHBIE I Telel IepeJadll JaHHEIX ¢ HCTOMB30BAHHEM
BeIENIeHHOH APN, B0mKHBI OBITEH OTKIFOUSHE] W/ 3a0JI0KHPOBAHEL,

— Jna goctyna k APN Ob6miecTra JI0JKHA HPHMEHATHCS 8y TEHTHGUKAIIHA ¢ HCITOIB30BAEM
NOoTHHA K napomd. IIpH 3ToM JOTHHBL ¥ TAPOITH JOMKHEI OBITh YHHKAILHEIMH UL KaxKI0H
CHM-KapThI;

— JlomxkHa OLITE 3a(pUKCHpOBaHa NpHBA3Ka cEM-KapTel K IMEI 000pynoBanus ¢ 1enB10
TIPEAOTBPAMIEHHA HX HENPABOMEPHOTO HCIIONB30BAHHEA B APYTHX YCTPOHCTBAX B CITydae
XHIIEeHUs;

— JIrobuie ceTeBble COCOMHEHNA MEXKAY Y3amu B cet APN (JIpyruMe CHM-KapTaMH B TOH e
APN), 3a HCKTIOUEHHEM CepPBEPOR/yCTPOHCTB BepXHero ypoBHs B cetd [TAO «Poccetn
MocxoBckril pervnoH», JOLKHEL OBITE 3a0peIneHby/3a0I0KAPOBAHEI IEyTEM BBITOTHEHHA
HAacTpoeK Ha CTOPOHE OIEPaTopa COTOROH CBA3M,

— JhoOEle cereBhle coe/IHHEHHS MEXAY y31aMH B pasaex APN (cum-kapramu ommoit APN ¢
cuM-KapTamu Jpyroid APN) 1o/DKHEL GBITE 3anpemens)/3a0 IOKHPOBAHEL.

Oo6sa3aTeILHBIE TPeOOBAHNA K YUACTHHKY:

Y4acTHUK TOProBO-3aKyOYHBIX OPOLEAYP A WICH KOJUICKTHBHOTO YIACTHUKA, YBHMH CHJIaMH
IIAHUPYETCA BhIIOJHEHHE paboT B yacTi ofecmedeHus MHGOPMAITHOHHOH OE30MACHOCTH, Ha MOMEHT
110144 3aABKH U BBIIOJHEHNS paboT JOJBKEH OTBEUATh CIEAYIOMMM TPeOOBAHHSM MO HAJIHIHIO:

B caxyaae spimonenus: ITAP:

— Jhmensun @®CTDK Ha JesarensHOCTh 110 TEXHHYECKOH  3ailuTe KOH(OHACHIHMAILHON
uHbpopMammu cornacHo mar. 1a) cr.d IMomoxenws sresensoro Iloctanomnenmem Ilpasutenncisa PO
03.02.2012 roma Ne 79;

JInuensznu O®Ch va ocymecTanenny padoT no nyskraM 2, 3 «[lepeans BeimomHgIeMEIx pabot u
OKa3BIBAEMBIX YCIIYT, COCTABJISIOMNX JTHLECHIUPYEMYIO JIeSTeNBHOCTD, B OTHONICHHH I(PPOBAIBHEIX
(xprOTOTpadUUIECKHX) cpeacTBy», yrsepkaerHoro llocTtanosnennem llpapurenscrea PO 16.04.2012
rojia Ne 313,

JHApeKTop AenmapTaMenTa s —  B.A. KpacHokyTckmii
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